Oneida County Department of Social Services
Contractor and Contract Staff

Confidentiality and Non-Disclosure Agreement

I, the undersigned, an employee of , (the
Name of Contract Agency

“Service Provider”), hereby state that I understand and agree that all information provided to the Service Provider
from the Oneida County Department of Social Services staff by paper copies, computer systems or databases,
electronic communication or otherwise obtained pursuant to the Agreement entered between the Oneida County
Department of Social Services and the Service Provider indicated above, is CONFIDENTIAL, is to be used only for
the purposes of performing services required by the Agreement, and must be safeguarded from unauthorized
disclosure.

I further understand that such information includes, but is not limited to, any and all information regarding parents
or guardians and their children, and all employment, financial, and personal identifying data, including Protected
Health Information (PHI) as set forth in HIPAA regulations.

I agree to maintain all such information as CONFIDENTIAL, and I agree to use such information only in the
performance of my official duties to perform the functions required by the Agreement, unless otherwise authorized
in writing by the Department of Social Services.

I understand that confidential information maintained in and/or obtained from systems/databases such as, but not
limited to the Welfare Management system (WMS), Child Support Management System (CSMS/ASSETS),
Benefits Issuance Control System (BICS), COGNOS, and Connections are protected by Federal and State statutes
and regulations. Access and disclosure of confidential information is strictly limited to authorized employees and
legally designated agents, for authorized purposes only in the delivery of program services.

I understand that service providers may not access their own active, closed or archived records or those involving a
relative, friend, acquaintance, neighbor, partner or co-worker or other individuals to whom they have no official
assignment.

I understand that if my employment is terminated by resignation, retirement or for other reasons or the Service
Provider Contract is not renewed, the terms of this Confidentiality and Non-Disclosure Agreement are still
binding.

I understand that if I disclose CONFIDENTTAL information in violation of the requirements stated herein, any
individual who incurs damages due to the disclosure may recover such damage in a civil action.

I understand that, in addition to any other penalties provided by law, any person who willfully releases or willfully
permits the release of any CONFIDENTIAL information as described herein to persons or agencies not authorized

under New York State law to receive it shall be guilty of a class A misdemeanor.

Print Name:

Signature:

Title:

Date:

Witness:




Created 4-24-12






